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SPU(Security Processing Unit)

To learn more, go to cethera.com/product Al
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02. CETHERA CTHR-01 7 &

0

HOMMEA 8l 7|24, X8 AOjH HH AAHI(ACIS)E EAlE PCle SIESIO 7|2 HQt7t£57]

CRYPTOGRAPHY

B SPU(EQ 715 7)) B QE-BCP

= Security Processor Unit = Quantum Entanglement-based Cryptography
- PCle 22 X2 2E PC U M0 B 7}s Protocol

= SLEYO] 7|8t X HOHQE-BCP) ZEMA 7157] Q= {QUANTUM" - = SIEQOE Sl &KX Dt 71E F5

= ASS}7| HEA(Secure Key Store)
— SIEQO =FOM AT E4F Eat

(Quantum-Inspired)
- X&HQ 35 7| #HO[§ ol =28 +==0NM

CETHERA
CTHR 01

- 9 Z2MHA 7}4 N2| Y QE-BCP YE3} QE BCP 7|Z PQC(YXAILY S S)o| HOF ZHE AL
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7b2 K2|, SPU Lj B E [|O|E|= QE-BCPE A2 TREEE)
H3 =l

— CPU Ot 5! 2tO|MA 744 HZHCAPEX 44

IBM %tx|-9—l jrars .|
AMCHEE

B ACIS(XIE AIO|H HH A|AEH) B Adeline

= Autonomous Cyber Immunization System
» R EAEF AIE HE5I0] 7= 8 Edi/7
MEWE/HAN FE2dS EHEHE0H &4
ANEE A 2HEHE R S
- SPU L 7t% 7|58 0|88 22K ms O 2 ACIS
I3 BtX| U ApHZHE| 5) (K} ALO|B] QY A| AEH)
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= XI= ALO|H| HY AIﬁE.él(AClS)
- A7 H|EY Ecffd BX| H SER|O g R}
- = FXA S E[a2)

» Zero-Trust X
- I = HIO|H &= &=23 &Ej =2 X 2|&
- 7| 24t 23S /=0 et 2= (22| A2)

= Adeline A2 X} QIE{T{| O] A (UI)
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04. CTHR-01 SPU(Security Processor Unit)

= PCle 7|8 EQF 717 CETHERA
- SEgof Lol 23 OIS MBS PCle 77| SR o C1RO

- PCle 22 MBot= 2E A 3 PCO| M8 7Hs EEETEEEE

» QE-BCPE Solf FArL-d & =2 (PQC) &=t
— QE-BCP(Quantum Entanglement-based Cryptography Protocol, &At&i2l 7|8t &2zl T2 EF)
- 7| RSA/AES Y=t 24| T K

- CETHERA A XiN| 7|=2 7|E SIEQYIOE Solf LA Gt 7|8 =2 72 (Quantum-inspired)
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05. CTHR-01 SPU O|&3}HA) +Z

CTHR-01 HIGH AVAILABILITY & FAILOVER

Active-Active with Automatic Failover & Self-Healing Recovery

)

3oth carc

TIME - <100ms FAILOVER

Is active in normal state

applications never interrupted during failover or

recovery

¥

4 ™ 4 ™ 4 '
STATE 1: NORMAL STATE 2: FAILOVER STATE 3: RECOVERY
Both cards active, processing in parallel Card A fails = Card B takes over in <100ms Card A back = re-syncs = default restored
~ , s 2 I 2
CARD A — PRIMARY CARD B — REDUNDANCY CARD B — NOW PRIMARY ) CARD A — PRIMARY CARD B — REDUNDANCY
® ACTIVE ® ACTIVE X_OFFLINE ® ACTIVE ® ACTIVE @ ACTIVE
Pro c | (8] Proce -'.‘\ii g crypto ops =
. K in HBM?2 sync ‘1 ].: li_(ll | ” HBM?2 fail lure de [; All traffic i I E recover Back online Sync Return (8]
|- - . |'\ ) \-_ - _.' {_ f ,I| E _.' FE Yncec red 1
ALl M | 1 Al TMONICoT l;] ,_’ o | g '-"i 151 y | eys syncec
\ J y J _ _ J
I
ADELINE — Monitoring Both Cards | ADELINE — Failover Alert | ADELINE — Recovery Complete |
A: @ 37.8°C | 3.16 GB/s Card B: @ 36.2°C | 3.16 GB/s M Card A: X OFFLINE Card B: @ ACTIVE (sole) Card A: @ ACTIVE (Primary) Card B: @ ACTIVE (Redundancy)
Full fleet visibility — real-time telemetry from both cards Transparent to applications — driver handles switch Default state restored — self-healing cycle complete
o e o v
J N
NORMAL CARD A FAILS FAILOVER ACTIVE RECOVERY
Both cards active, keys synced — Driver detects in <100ms Card B = sole processor —_— Card A back — keys re-sync
Load shared across A + B Card B takes full load Zero downtime for apps Default Active-Active restored
t |
Sel ing redundancy loop
ZERO DOWN - AUTOMATIC RECOVERY - KEYS ALWAYS SYNCHRONIZED

CETHERA -

CTHR-01 PCle Hardware Security Accelerator -

www.cethera.com
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06. QE-BCP

(Quantum Entanglement-Based Cryptography Protocol)
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08. ACIS(Autonomous Cyber Immune System)
- XHE ALO|H] O] A|AE
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C=TH=/2 ADELINE

CTHR-01

@ Ready
°pe

b5 5

“3e

| FIr—rre 3
. Y Py ..
. .‘. 'Y ;

::: —1r—e—19

< Sl

Avg Temp H2C C2H Total DMA

368 | 0.0es | 0.0ce | 0.00¢s

Operations
Telemetry APl connected
System
Thago
Adeline monitoring active
System

Thago

Hardware Status

[ACTIVE] DMA engine processing data flows - 0.00GB total
[SECURE] Quantum-inspired cryptographic engine
operational

[MONITOR] ACIS self-adapting to threat environment
[ACTIVE] High-performance parallel processing active

Fecsr-™ IMFIT N LDlealbhcavicnn i b vt v v s tmbhn v e = ol
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Network

® Connected

Peak

Avg Min

Download

O . O Mbps
2 94764 Packets

Upload

Peak

Avg Min
0.1 Mbps /01\ /04\ /00\

Server Overview

® Connected

Data Mode

ONLINE

Security Status

NORMAL

CPU Usage

1.3 25

Memory

Threats Network Interfaces
Adeline's Analytics
All Systems Nominal

All monitored subsystems are operating within expected
parameters. The security hardware accelerator is online and
actively enforcing cryptographic boundaries across all data
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C=TH=/2 ADELINE

Security Subsystems

System Overview

Entropy Generator

Quantum Adapter

Crypto Utilities

Homomorphic Engine

Dynamic Shield

QE-BCP Processor

PCle Integration

Post-Quantum

Side-Channel

Verification

Multicast: 239.255.61.234:16234 | Protocol: UDP/IP | Refresh: 2s

Overview Fleet Network

Security Mechanics Fleet Devices System Metrics

Fleet Devices

Real-time registry of connected CTHR-01 processors across the secured network

Total Devices Online Offline

1 1 0]

DEVICE LIST

® cethera BDF: 0000:03:00.0

Active Threats

0

37.8°C

0.00GB

SECURE

& 0

DEVICE STATUS TECHNICAL DETAILS

DEVICE INFORMATION

Device Name: cethera
Status: Online
IP Address: 192.168.0.2
PCle BDF: 0000:03:00.0
Device Ready: Yes

THERMAL MONITORING
FPGA Temperature: 37.8°C

Thermal Status: NORMAL

DMA THROUGHPUT

Host - Card (H2C): 0.000GB
Card - Host (C2H): 0.000 GB
Total DMA: 0.000 GB
Transfer Rate: Idle

SECURITY STATUS

Active Threats: 0

Thevant Tiomnan: NAana

QE-BCP CORE STATUS

QE-BCP Core: STANDBY

CETHERA Security System © 2030




C=TH=—=2. ADELINE Overview Fleet Network @ C: Q

CETHERA NETWORK MONITOR

v4.4 | Real-time Network Throughput Analysis

0.51Mbps ® Download Download:
0.07 Mbps
Trend: ¥
Upload:
0.12 Mbps
Trend: ¥
Average Download: 0.07 Mbps
Average Upload: 0.19 Mbps
Peak Download: 0.47 Mbps
Peak Upload: 219 Mbps
Min Download: 0.00 Mbps
Min Upload: 0.00 Mbps
Std Dev Download: 0.14 Mbps
Std Dev Upload: 0.42 Mbps
Coeff. of Variation: 1.90
Active Connections: 13
Packets Received/Sent: 157006/405306

OOs 1s 2s 3s 4s 5s 6s 7s 8s 9s 10s
NETWORK RELIABILITY
_ Consistency: 34%

Classification: Poor
Interpretation: High variance, unstable connection

Variance Coefficient; 1.90x

Ypload/Spwnioad Batiosh 8% ation: 365 CETHERA | Network Monitor
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CTHR-01 Secure Channel = = &

CTHR-01 SECURE CHANNEL DEVICE: DEVICE 5020

Hardware-Accelerated Cryptographic Security Platform SERIAL: 4DAE-8346-EB57-C1C2
FILE SELECTION PROCESSING STATUS
Mo file selected BROWSE 8%
READY

OPERATION MODE

@ eucreer DECRYPT SYSTEM LOG
< System initialized
SECURITY OPTIONS » Device: 4DAE-8946-EBS7-C1C2
< FPGA: Device 5828 { 9A36:04:06.8
< Encryption: QE-BCP

Enable Device Binding

Target Device ID: ADAE-B946-EB5T-C1C2

START PROCESSING CANCEL M e
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SPU DB ¢33}

Ol & 2| #|0] M
AHH

ng <

DB 7|4t 25 35}

O & 2| #l0] M
M

=
DBMS —m—

yxs9}

Master Key X3

Sgx2Y E oF
=8 dlolg
=] CTHR-01 SPU DB &3} oldl TDE DB 53}
Xz2| FH| ME PCle 7t%7[(8GB HBM?2, 316+GB/s) MH Ol CPU
CPU B3} StEQo|2 @ Z 2 E3L0] B x| A} 2/=223t Al CPU BRE &5
Yo EABTF QE-BCP(¥AIAE 7[Hh 3 ACIS HE | AES S EZE %7125 M8
Hop Ax AL S =2 (PQC) 0|2 j{i"ﬁ HW 4% E 0t | 7| 7= S SW HAYHO == 7tsd
NE-HE =& 7= HE2| L HE BHeto| e 23 2
HE 4y CETHERA EQt =&2 =2 DB 1t O|H 28t DBMS M& 7]
KMS/HSM 21Q i)
=7} apo|MA 229 F7t HRH[E 57
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B TISAHHA T=E

SPUTLS E=C

lllllllllllllllllllllllllllllllllllllll

TLS 7| 20| = A0| S
 TLS MR E Z2 M4

= TLS MH| 2 7t

HSM/CPU TLS A{H

TLS MM QE-BCP
EX #0| 457

L
"4

Private Key

CTHR-O‘! SPU LS
M| M '
TLS M| uTLASA:PKCS#H . () M8 s , PKCS#11
E2 M= openssL e ==V ES )
T ZHO|H PCI;%% Public Key
? Public Key : Private Key
T= CTHR-01 SPUTLS EZ2C HSM/CPU TLS
M| F=H| x
{2 Tt A o
(TLS 1.3 7| AF|E) M2 PCle 7t 7| 18 O @1 CPU
CPU &3} SIEQIOE QEZESH0 £ XA} CPU BR=E &5
=zto|8l 7| {I%| HE& PCle 7}57| W 2Ot MEA MH O 22
MM 7] $X| & PCle 7t&7| LY O 22 MH O 22
HSM =28 Al
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B Al CjOJE| EHQ 73}

{& Al 23} (Encryption at Rest)
- DB MH Q| C|A30| XY= HE HO|E ¥=3H(AES-256) 7#" 23 HEh
_ QE-BCPE S JHME XA BBHPQO) M EGHER0l £7 m oty B8

o

o

Fot

= ME Al =23} (Encryption in Transit)
- Al 01|0|7‘ 1E -DB 72h, 52 AFSAL &8 - A 72t 2t TMES 7l TLS MBI~ 715
- TLS ZEEZ(AES-GCM)= AtE0ll 72X 7| =A(Sniffing) Xl

HETY ABY TS At-Rest

' TLS 7| 2IO|ZALO[S |
i TLS |2 E 2N A
= TLS MH|A 715

TLS M ML QE-BCP : i

TLS MH
. SR H0| U4s3}F| i

- P : « AES256 253} 714
CTHR-01 SPU -
ey TLS A4 ' - ¥ :

ik : = Secret Key H
ﬁ TLS  PKCS#11 # - DB % A3l
Qf “ =M= OpenSSL ]
o SEHOIE PCIe
Public Key :

Private Key

.
------------------------------------------------------------------
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12. CETHERA 3| Al 7| 2

CETHERAX= “CE (Cyber Entropy)2} THERA (Ell2} &))"l El& 0/ 2,
Hiofof= 2t £0fA HEZLE o/&off X = XISfofil, FA[LHXE QI

HOF OOI2 TWEIO|SIACl 2 g2 X8/

CPU / GPU / DPUL} A&t "&H ot M 2| & X|(SPU, Security
Processing Unit)"2t= MEZF HEfC| E2F SIEL|0 ZIH 12| Y=
S=otd U= OietEl=ol HE A 7Y

Al, 22t E, LK 8 g5 280N S7tcts 22 ("o tSot7|
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Nikita Bondarenko

- AMCHE D Hol7|=dF([CTM) =

« MEY & SIEY0] A XL

- CEO & A& Xt

o LA 7|=2 SOt EOF A[AE + XM MEH EF

Alexey Korepin
« =4 SW @ X|L|O{(CSE, Chief Software Engineer)
- ARH 2o & A|AE AX|L[0]
« Adeline & 2ot ZZ2EE £t

Kellen Ray Tanaka
« AMCHSt W HO7|=ZH(CTM) TS
 AlZ2 79 & HAIF Y Hof AQAZ|AE
« Adeline2 ¢#let ==& UI/UX C| X2

O|¥H= CEO
. NErjetnm MRSt M2
. UC 22| ZHEE 1t5t MA}
. 30U O|AF HIZZ G Al QT ALY B2

SA

o« AXMANA=FTSFE H8LH HEH(IFEZ
Incheon Free Economic Zone)

CH o7 A F A S-S AHKOTRA)
ANSAHHERY

- IRYMAIEYAEY oY

- St EFHIE SHlArESEAY
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Technology Ownership & IP

Security Devices andSystéms‘ using Quantum Technology
No. 10-2025-0079734



General Inquiries
iInfo@cethera.com

CONTACT US

Investment Inquiries
Ir@cethera.com

Executive Vice President of Sales,
BumJun Lee
bj.lee@cethera.com

Founder, Nikita Bondarenko
nikita@cethera.com

WWW.CETHERA.COM
V[ FAA
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